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Our Partners, Products & Services

At Active Cyber, we proudly partner with leading technology providers to offer a
comprehensive range of products and services. Below is a detailed list of the brands we
work with and the specific solutions they offer under our Texas DIR contract:

Brands
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Identity and Access Management: Provides a robust solution for managing identities
and access permissions across your organization. Our services include the setup of
single sign-on (SSO), multi-factor authentication (MFA), and advanced user lifecycle
management to ensure secure and efficient access to applications and data.

Universal Directory: Offers a flexible, cloud-based user store to customize,
organize, and manage any set of user attributes. We provide directory setup,
integration with existing IT systems, and ongoing directory management.

APl Access Management: Safeguards your APIs with policies and rules that
dynamically manage identities and enforce access controls. Services include API
security configuration, policy development, and integration with the development
environment.

Advanced Server Access: Manages and secures access to infrastructure for both cloud
and on-premises systems. We offer configuration of server access controls, session
monitoring, and continuous authentication.

User Lifecycle Management: Automates user lifecycle processes, from onboarding to
offboarding, reducing administrative workload and enhancing security. Services include
workflow automation, real-time synchronization across systems, and detailed audit
reporting.

Adaptive Multi-Factor Authentication: Enhances security with flexible, user-
friendly MFA that secures applications and data against unauthorized access. We
provide MFA setup, policy configuration, and user training.

Customer Identity and Access Management (CIAM): Manages and secures customer
identities and profiles while providing seamless customer experience across platforms.
Services include customer portal integration, privacy compliance, and scalability
optimization.

Saviynt

Security and Identity Governance: Saviynt offers advanced security and identity
governance frameworks designed to protect business data and manage user access
efficiently. Services include:

e Identity Governance and Administration (IGA): Streamlines identity lifecycle
processes, providing comprehensive solutions for user provisioning, access
requests, and access certifications.

e Application Access Governance: Ensures that access rights and privileges
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within critical applications are compliant with corporate policies and
regulations.

Data Access Governance: Extends governance to unstructured data stored across
various file systems and cloud services, enhancing data security and
compliance.

Cloud Security: Provides integrated security management for cloud applications
and infrastructure, supporting cloud platforms like AWS, Azure, and Google
Cloud.

e Implementation Services: Complete implementation services including system setup,
configuration, and integration with your existing IT and security infrastructure.

e Migration Services: Expert assistance for transitioning from legacy governance systems to
Saviynt, ensuring data integrity and minimal business disruption.

Customization and Optimization: Tailoring Saviynt solutions to meet specific
organizational requirements, improving functionality and enhancing user adoption.

Training and Support: Customized training sessions for both IT security teams and
end-users to ensure effective usage of Saviynt products, supplemented by ongoing
technical support.

Compliance Management: Features robust compliance management capabilities
that automate compliance processes and provide comprehensive reporting
features to meet audit and regulatory requirements.

MicroStrategy

e Business Intelligence Tools: MicroStrategy provides a robust analytics platform that
delivers high-performance business intelligence solutions. Services include:

Data Discovery: Advanced analytics tools that enable users to explore data
and gain insights using interactive dashboards and visualizations.

Enterprise Reporting: Scalable reporting solutions that provide
comprehensive, detailed, and formatted reports to meet the needs of all
users across an organization.

Mobile BI: Mobile-optimized solutions that allow decision-makers to access and
interact with business intelligence on the go.

Hyperintelligence: Cutting-edge technology that brings analytics to users in the
context of the web applications, documents, and devices they use every day.

Al-Enhanced Analytics: Leverage artificial intelligence and machine learning to
automate complex analytical processes, enhance data discovery, and provide
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predictive insights.

Implementation Services: Full implementation services including deployment, setup,
and integration with existing data systems to ensure a seamless flow of
information across all platforms.

Training and Support: Comprehensive training programs designed to enhance user
adoption and proficiency in using MicroStrategy tools. Ongoing technical support
ensures that your analytics environment remains optimal.

Customization and Optimization: Tailored solutions that match your specific
business requirements, including custom dashboard and report development, as well
as performance tuning to enhance data processing speeds and user experience.

Security and Governance: Robust security frameworks that ensure data integrity and
compliance with relevant regulations, featuring role-based access controls,
encryption, and auditing capabilities.

Identity Verification: Verifies whether personally identifiable information (PII)
provided matches a real individual, delivering scores and reason codes instantly.
Services include configuration of Socure’s API, integration into existing systems, and
optimization for high-volume identity checks.

Fraud Prevention & Risk Scoring: A suite of solutions including Identity Fraud,
Synthetic Fraud, Device, Phone, Email, and Address Risk Scores. These tools assess
fraud risk across multiple channels in real time. Active Cyber supports customers
with strategy development, implementation, and continuous fraud model tuning.

Document & Biometric Verification: Enables secure document authentication and
biometric verification compliant with NIST Liveness standards. Services include
integration with customer workflows, testing, and ongoing governance to ensure
accuracy and compliance.

Business Verification & Monitoring: Provides comprehensive verification of business
registrations, EIN validation, sanction screening, and portfolio monitoring with real-
time alerts. Our services cover setup, integration, and support for regulatory and
operational compliance.

Analytics & Decisioning: Includes Decision Modules, Retro Data Studies, and
advanced analytics support. These enable agencies to build decisioning logic,
validate models, and improve acceptance rates while minimizing fraud. Active Cyber
provides advisory, proof-of-concept studies, and ongoing model governance
services.

Digital Intelligence Suite: Offers device intelligence, behavioral analytics, and entity
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profiling for enhanced fraud detection. We assist customers in deploying and
managing these tools to strengthen their security posture.

Workshops & Consulting Services: Socure Discovery Workshops and Data Essentials
services provide expert guidance on implementation strategy, data planning, and
optimization. Active Cyber delivers these workshops and ensures agencies maximize
their investment in Socure technologies.

Bundles & API Solutions: Socure provides flexible product bundles (including IAL2
compliance packages) to streamline implementation across identity verification,
fraud, device, and biometric solutions. Active Cyber handles APl setup, batch
processing, tiered support, and custom integration to fit the unique needs of Texas
DIR customers.
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